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Introduction

The op5 SyslogAgent are installed as a service on Microsoft Windows 2000/XP/2003 clients
and servers to provide sylog compatibility. There are reports that it works for NT4 as well but
this is not supported by op5.

The entries in the Event log are sent to the op5 Logserver or opS Monitor server. Text based
application logs are also supported.

The op5 SyslogAgent is arepackaged version of the Datagran SyslogAgent, which initially is a
bug fixed version of Sabre Net's old NT Syslog. The op5 SyslogAgent is licenced as GPL
software.

Installation

The op5 SyslogAgent installation package consists of an msi installer. To install simply double-
click the installation msi file and follow the on-screen instructions.

i'é" SysloghAgent Setup

@ Welcome to SyslogAgent
Setup Wizard

The Setup Wizard will install Svslogagent on your computer,
Click Mexk bo continue or Cancel o exit the Setup Wizard.

= Back.

Cancel |

fig. 1.

By default the op5 SyslogAgent will be installed in an op5 subdrectory to the program files
folder. Usually: c:\Program Files\op5\SyslogAgent\
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During the installation you will have the opportunity to change where to install the application.

iiéil SyslogAgent Setup =
Select Installation Folder
This is the folder where Svslogagent will be installed.

Toinskall in this Folder, dlick "Mext", To inskall to a different Folder, enter it below ar click
"Browse",

Falder:
IC:'I,Program FileslopSiSvslogigent), Bromse, .,

Advanced Installer

Cancel |

< Back

fig. 2.

You will also have the posability to choose if you want to createstart-menu, desktop and quick
launch shortcuts to the SyslogAgent-configuration tool.

After the installation is completed you wil be asked if you want to start SyslogAgentConfig. If
you don't do this the agent won't be configured and cannot bestarted. If you choose to start the
SyslogAgent configuration continue to the “Configuration” section.

Upgrading

If a prior version of the SyslogAgent is installed it should, to avoid problems, be stopped and
uninstalled as a service and then uninstalled. Stopping and uninstalling the service canbe done
from the SyslogAgent Configuration tool. Follow these steps to stop and uninstall the
SyslogAgent service:

1. Start the SyslogAgent Configuration tool
2. Press the “Stop”-button (see Fig 3. in the section Configuration)
3. Press the “Uninstall”-button

After the service have been stopped and uninstalled you should uninstall the previous version of
the SyslogAgent from “Add/Remove software” on the windows control panel.

Now you can proceed with the installation of the new version as usual. Note that your previos
settings will be used directly when the installation is complete.
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Configuration

When the configuration tool is started the following window should be displayed:

_1|-rDatagram SyslogAgent Configuration

— Service statu
Q Service is not installed, Ingtall | Start Service Stop Semice |
— Log delivery
£ UDP transport after ping Syzlog sewer:l o. o0 .0 .0 Part: I 514
" UDP transport
I™"| Enable mirror, defiven Mirror Syslog gewer;l 0.0 . 0. 0 Pot I 514
— Ewvent logs

v Enahle fansarding of event lngs I j Lonfigure Evert log |

Filter out these EventlDe: I
[comma separated list]

—Application log

Current application logs monitored: Edit application |

" Enable forwarding of appl. logs £dd application |
Delete Application |

T Abaut | Cloze |

fig. 3.

To get the elementary functions configured and the SyslogAgent started follow the following
steps:

1. Press the “Install”-button, this will install the SyslogAgent as a service.
Enter the IP address in the field “Syslog Server:”. This IP should be the one to your op5
Logserver or op5 Monitor server.

3. Control that the check box “Enable forwarding ofevent logs” is checked.

4. Press the “Start Service”-button.

Your SyslogAgent is now configured and should be sending logs to your op5 Logserver or op5
Monitor server.

Exporting your settings to a .reg file

All settings are stored in the registry, and can therefore be exported to a.reg file. This way the
settings can be pushed out via a group policy, scripts etc. Please observe that in such an export
the key 'LastRun' should be deleted before copied to another computer- it's the key that helps
each computer to know which entries has already been sent. Not deleting this field can cause
computers to not send syslog entries.

To create a .reg-file simply open the regedit-tool, i.e type regedit from the command-line and
follow these steps.

1. Navigateto HKEY LOCAL MACHINE\SOFTWARE\Datagram\SyslogAgent (see
fig. 4)
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2. Right-click the folderand choose export.

Save the file and open it by right-clicking the file and choosing edit. Remove the whole
line corresponding to the keyword "LastRun"(if present). The line can be found under
the section: “[HKEY LOCAL MACHINESOFTWARE\Datagram\SyslogAgent]”

(98]

" Registry Editor

File Edit ‘iew Favorites Help
4 BMY Computer :|. Marme Type Data
(20 HKEY_CLASSES_ROOT [aB){Defaulty REG_52 {value not set)
[ HKEY_CLRRENT_USER [38)EventDFiterlist  REG_SZ
4 (1] HKEY_LOCAL_MACHINE [8¥]EventlogPolinte. ., REG_DWORD 000000002 (2
© (10 HarDwARE [8¥)Forwardapplicati,.. REG_BINARY o0
b (3 sam [@¥]ForwardEventlogs  REG_BINARY ot
(0 sECLRITY [R%]Lastrun REG_DWORD Dx45490de (11624646541
= DSFTWARE [8%)sendroBackupport  REG_DWORD 000000202 (514)
= [8%)sendromort REG_DWORD: 0¥00000202 (514)
. syslog REG_SZ 192.1.1.1
&3 Syslngl REG_SZ 0.0.0.0
(B L UsePingEeForaSend REG_EIMARY oo
(@
(33
(2
|
-
(3
=
]
>
> (0
(@
(@
(@
(@
|
4 [Dpatagam
2 'S_Sy_sl Expand
]
: D Mew L3
o Find...
£ -
Iy Cmmputer\HKEY_LOCAL_‘ EEIEtE atagram| Sysiogagent
Ename
Expork
Permissions. ..

Copy Key Mame

fig. 4
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Troubleshooting

This section includes a number of troubleshooting tips to be used if SyslogAgent doesn't send
eventlogs.

Verify that the service is running

Locate Syslog Agent in the list of services. How to navigate to the services list depends on
operating system and control panel mode. It might, for example, be found in Control panel ->
Administrative Tools -> Services.

#; Services I

File  Action View Help
coElERBERr 0w
% Services [Local]

Syslog Agent MName # I Description I Stabus I Startup Type I Log On As I

% Performance Logs a...  Collects per... Manual Metwork 5.

Start the service % Plug and Play Enables a ... Started Autornatic Local Syster

%Portable Media Seria... Retieves th.. I atual Local Spstem

Description: % Frint Spooler Loads files t..  Started Automatic Local Spstem

Fonwards Event logs to Spslog Server % Protected Storage Provides pr..  Started Automatic Local Spstem

% QoS RSVP Provides ne... b arual Local Spstem

%Hemole AccessAut.. Createsac.. b anuial Lacal System

% Remate Access Con.. Creates an..  Started b anuial Lacal System

%Hemote Desktop Hel.. Manages a... Manual Local Spstem

% Remate Procedure C... Provides th..  Started Automatic Metwork 5...

%Hemote Procedure C... Manages th... M anual Metwork 5.

% Remote Registy Enablesre...  Started Automatic Local Servi...

%Hemovable Storage b anuial Lacal System

%Houling and Remote...  Offers routin... Dizabled Local Spstem

%Secondary Logon Enables sta...  Started Automatic Local Spstem

% Secunty Accounts M. Stores secu.. Started Automatic Local System

%Securit}l Center Monitorg gp...  Started Automatic Local Spstem

% Server Supports fil .. Started Automatic Lacal System

%Shell Hardware Dete... Provides no..  Started Automatic Laocal System

%Smart Card Manages a... I atwal Local Servi...

%SSDP Dizcovery Ser.. Enables dis..  Started b atral Local Servi...

\gent Forwards E... Automatic n

iﬁ Syztem Event Motific... Tracks syst...  Started Automatic Local Spstem

fig. 6

From this view it is also possible to start and stop the service.

Common problems

Firewalls blocking the traffic can be one cause of communication problems. Verify that the used
ports are open between the op5 server and the logging windows server (default port 514/4dp).

Online help

On the op5 support web, https://support.op5.se, you will find additional documentation as well
as information on how to contact the op5 support team.
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