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Introduction

NSClient++is an agent software used together with op5 Monitor and/or op5 Statigics to
monitor and gather performance information from Windows servers. NSClient++ is intended as
a drop-in-replacementfor NSClient and NRPE NT since it provide the combined functionality
of those agents.

Basic knowledge in windows server administration is recommended.
Installation

The op5 NSClient ++installation package consists of an msi installer. To install simply double-
click the installation msi file and follow the on-screen instructions.

i'él op5_NsClient ++ Setup |

@ Welcome to op5_NSClient+ +
Setup Wizard

The Setup Wizard will install ops_MSClient++ on wour
computer, Click Mext to continue or Cancel o exit the Setup
\izard,

Cancel |

By default NSClient++ will be installed in an op5 subdirectory to the programfiles folder
Usually: c: \Program Files\op5\op5_ NSClient++\

Copyright © 2007 OP5 AB, www.op5.se. Page 2 of 7
All rights reserved


http://www.op5.se/

& op5

During the installation you will have the opportunity to change where to install the application.

P& S |

i'-g‘ op5_NsClient ++ Setup

Select Installation Folder

This is the Folder where opS_MSClient++ will be installed,

To inskall in this Folder, click "Mext". To install to a different Folder, enter it below or click

"Browsa",

Folder:

IC:'I,F‘r-:ugram Files\opSops_MSClient+-+ Erowse. ..

Advanced Installer

Cancel |

< Back

The installation package automatically starts the NSClient++ service and sets its start method to
automatic. This means that the servicewill be automatically started when the server is rebooted.

The installer will also create a folder in the start-menu containng shortcuts to start/stop/restart

the NSClient++ service.

rﬂ Program
Dokumnent
Installningar

Sk

Hjalp och support

Kér...

N () Tilbehar ’
S Trillian

’ Winarmp

WINSCP3

Micrasoft Office

3 Cursararts

Inno Setup 5
Advanced Installer 4.2
Microsoft .MET Framework SOK «2.0 E Stop opS_MSClient++
Microsaft Yisual Studio 2005 i3 Uninstall opS_NSclient++

»

e nk++
7 start ops_msclient++

* v v v wv v v v

Logga uk peter...

°
O
=
2]

Windows XP Professional

EOI Stang av datorn...

& ors ient: » @] View help

IEStart JQ @ e gS J 9 Inbox - ...

I &2 Firefox v| i i v| ] opS-nscli... | (=) akbivitet. .. | <8 ImageFo... | 88 Tiginster
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Upgrading

NSClient users should uninstall NSClient prior to installing NSClient++. Since NSClient++
provides the exact same functionalliy as the old NSClient there is no need to reconfigure op5
Monitor/Statistics as long as the sameport is used on the Windows server.

NRPE NT users need to uninstall NRPE NT before installing NSClient++. All command
definitions from the NRPE NT configuration file should be copied to the [NRPE Handlers]
section iIn NSC. ini.

Users of NSClient++ versions prior to 0.2.7 (0.2.6 and below), where the installation package
consisted of an exe-installer in opposite of the current version which is an msi installation
package, must uninstall that version prior to installing this version. If you have made any
changes to Nsc. ini (NSClient++'s configuration file), you must save a copy of this file before
uninstalling the old version. Otherwise this file will get deleted dunng the uninstallation of the
privious version of NSClient++. After installing the new version you should merge the changes
you had done to Nsc. ini into the newly installed Nsc. ini file.

Users of NSClient++ v0.2.7 can install this upgrade (v0.2.7.1) directly without uninstalling the
previous version. Rember that Nsc. ini (NSClient++'s configuration file) is replaced with the
default version during istall. A copy is made to NSC. ini .backup during the update. After
installing the new version you shoud merge the changes you had done toNsc. ini into the
newly installed Nsc. ini file. From v0.2.7 to v0.2.7.1 no changes have been made to the
NSC.ini file so you cansafely just replace it with the backup version if you hadmade any
changes in it.

Configuration

NSClient++ operation is configured in a plain text file called Nsc. ini located in the install
directory. The default configuration provided is fully functional but there are some options that
likely need to be changed.

To edit configuration open theNsc. ini file using your favorite text-edtor (e.g. WordPad). All
sections in this configuration file are commented so read this carefully to get a complete
understanding of all configuration options. Lines starting with ; (semicolon) are comments. For
changes to take effect NSClient++must be restarted.

Options most likely in need for configuration are described bellow, section by section.

[Settings]
allowed_hosts=

This option lists all servers that are allowed to talk to the agent. Enter the IP-address of the op5
Monitor/Statistics server. If this option is left blank anybody will be able to communicate with
the agent.
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Set debug to 1 to enable debugging. This is normally not neededbut can be very useful when
debugging.

[log]

debug=0

[NSClient]
port=1248

This is the port used forNSClient style requests, i.e. using the check_nt plugin. If any other
application is already using the default port it miglt be necessary to change this option. Note, if
a non default port is used yai also need to make changes on the opS Montor/Statistics server.

[NRPE]

port=5666

This is the port used fornrpe style requests. In order for a minimum of configuration on the op5
Monitor/Statistics server it’s recommended that this option is left with the default value. If this
is changed new nrpe check commands using the configured port need to be created on the op5
Monitor/Statistics server.

allow_arguments=0

Set this to 1 to enable the possibility to include arguments in nrpe requests. This could be
considered a security risk so only enable this if needed. Also, make sure to set the
allowed_ hosts option described aboveif arguments are allowed.

[NRPE Handlers]

The nrpe handlers provide a way to execute any custom plugin/check command on the
monitored Windows server. In this section you configure all the commands that should be
available.

For example:

command [my custom]=c:\mycustomdir\my prog.exe
Or the simplified syntax:

my_ custom=c:\mycustomdir\my prog.exe
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Troubleshooting

respond to queries.

Verify that the service is running

& op5

This section includes a number of troubleshooting tips to be used if NSClient++ does not

Locate NSClientpp in the list of services. How to navigate to the services list depends on
operating system and control panel mode. It might, for example, be found in Control panel ->

Administrative Tools -> Services.

File

Action  Wiew Help

o |EEFRB| 2> n 1=

@ Services (Local)

Services (Local)

%Network Provisioning Service
Clientpp (Magios)

%NT LM Security Suppork
%Office Source Engine
%OpenVPN Service
%Performance Logs and Alerts
%Plug and Play
%Portable Media Serial Mumber ...
%Print Spoaler
%Protected Storage

Remate Access Auto Connecti...
%Remote Access Connection M...

Provider

Manages XML configuration file. ..

Provides security to remaote pro...
Saves installation files used for ...

Collects performance data from...
Enables a computer to recogniz. ..

Retrieves the serial number of ...
Manages all local and network ...

Protects storage of sensitive in...
Detects unsuccessful attempts ...

Manages dial-up and virtual pri...

Starked
Starked

Starked

Starked

Starked
Starked

Starked

Manual

Autornatic
Manual
Manual
Autornatic
Manual
Autornatic
Manual
Autornatic
Autornatic
Manual
Manual

NSClientpp (Nagios) 0.2.7 Mame / | Description | Status | Startup Type | Log on As | ;I
Wl_icense Logging Monitors and records client ace,.. Disabled Metwork 5.,
Stop the service %Loglcal Disk. Manager Detects and monitors new hard...  Started Autornatic Local Syskem
Restart the service %Logical Disk Manager Administ,.. Configures hard disk drives and...  Started Manual Local System
Messenger Transmits net send and Alerter ... Disabled Local System
Description: %MetaFrame COM Server Provides access ko MetaFrame ... Started Automatic Local System
op5 N5Client++0.2.7 %Microsoft Search Creates full-text indexes on co...  Starked Automnatic Local System
%Microsoft Software Shadow C... Manages software-based volu... Manual Local System
%MSSQLSERVER Started Automatic Local System
%MSSQLServerADHeIper Manual Local System
%Net Logon Maintains a secure channel bet, ., Manual Local System
%NetMeeting Remote Desktop ... Enables an authorized user to ... Disabled Local System
%Network Connections Manages objects in the Networ,,,  Started Manual Local System
%Network DDE Provides network transport an... Manual Local System
%Network DDE DSDM Manages Dynamic Data Exchan, .. Manual Local System
%Network Location Awareness ... Collects and stores network o, Started Manual Local System

Local System

Local Syskem
Local System
Local System
Local System
Mebwark 5.
Local System
Local System
Local System
Local System
Local System
Local System

Extended A Standard /

From this view it is also possible to start and stop the service.

Turn on debugging

Enable debugging in the configuration file, Nsc.ini, as described in the configuration section
above. Force a check from the op5 Monitor server and view the debug info generated in the

debug file specified.

Command line checks from the op5 server
Log on to the op5 server using ssh or use standard console access (keyboard/mouse). Execute

the following:

# /opt/plugins/check nt -H <windows-server-address> -v CLIENTVERSION

The response should be something similar to the following:

NSClient++ 0.2.7.1 2007-06-18

Copyright © 2007 OP5 AB, www.op5.se.
All rights reserved

Page 6

of 7



& op5

If the command above fails, review the NSClient++ log file for hints on what causesthe
problem.

Common problems

Firewalls blocking the traffic are the number one cause of communication problems. If
debugging is enabled there will always be entries in the log-file when issuing check commands.
If the log file remains empty it is likely that a firewall is blocking the traffic. Verify that the used
ports are open between the op5 server and the monitored windows server (port 1248 for
NSClient checks andport 5666 for nrpe checks).

Online help

On the op5 support web, https://support.op5.se, you will find additional documentation as well
as information on how to contact the op5 support team.
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